THE SOCIAL NETWORK OF HATE: HOW HATE GROUPS ARE
SPREADING THEIR INFLUENCE

ABSTRACT

This paper examines how social media platforms are becoming increasingly used by hate groups
to establish online networks and communities that support and promote racism.
Communicative theories will be explored and how their effects are driving individuals on to
social media platforms to promote and spread hate speech. The hate speech being distributed
has found to be using a variety of social media platforms both from moderated and
unmoderated platforms which together are creating a complex system of hate speech that is
extremely difficult for platforms to crack down on.

HATE GROUPS AND THEIR NEFARIOUS WAYS

Hate groups are finding opportunity in social media platforms to establish growing networks of
hate. The social media platform helps to create opportunity for individuals to engage in limitless
social interaction and community building on a global scale regardless of social or political
agenda. By facilitating the ability to connect and participate in these social media platforms
users can create a sense of community and belonging with other likeminded users often
resulting in encouraging and rewarding experiences for the users (Mike Kent, 2022). These
opportunities do however also extend to users demonstrating malicious and antisocial
behaviour and they are granted to a degree a level of opportunity to connect, and community
build as well.

While hate speech and racially malicious discourse has been around since the conception of the
internet it has since exploded with the developments of social media (Siapera & Viejo-Otero,
2021).

These developments mean that for these individuals and groups that wish to publish malicious
content they have now new opportunities to utilise the social media platforms for mass
mobilisation and distribution of their disruptive and hateful material (Delanty, 2018). The
worldwide web now at their fingertips through the access and opportunity provided by the
functionality of social network platforms it is no wonder that racially malicious content is
exploding on social media platforms. This shift towards a more digitally focused approach is
seeing a war take place on social media platforms for racial and social freedoms.

A report by The Online Hate Prevention Institute (OHPI) was submitted to the Australian
government in 2020 detailed key areas of concern regarding racial discrimination in Australia.
One primary concern the OHPI identified during the 2020 period was a noticeable surge in racial
discrimination both in public and online settings targeted towards Asian demographics (Online
Vilification and Coronavirus, 2020). The vilification and online hate directed towards Asian
groups during 2020 was perpetrated by hate groups to use the COVID-19 virus origins to further
establish and spread racially discriminative rhetoric on social media platforms. As the explosion
of hate speech occurs on social media platforms, there have been reductions in group hate
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speech being perpetrated in in-person events which is attributed to the development Australian
legislation and improvements in public opinion.

THE SPIRAL OF SILENCE

This shift towards digitally driven hate content may be explained in part by the effects of the
Spiral of Silence theory. The Spiral of Silence is a communication theory that contends that
individuals can be motivated by the fear of isolation, causing individuals to assess themselves
and their opinions first to see if they align with the majority’s public opinion (Stoycheff, 2016).
This can result in individuals having a reduced willingness to speak out and often leading the
minority to be silenced out of fear of the perceived threat of social isolation (Matthes, 2015). A
reduced willingness to voice malicious behaviour and speech which has helped to silence hate
groups in Australia.

Australia still does face a very real problem when it comes to racism and social injustice with a
reported one-third of all Australians having experienced racism in the daily lives from individual
interaction (Amnesty International Australia, 2021). Hate groups however have seen a reduction
in size and it is primarily because of Australia progressively becoming one of the most
multiculturally diverse countries in the world with a consistent positive attitude towards
immigration (Rajadurai, 2018). From the early 1970’s Australia has adopted many changes in
favour of racial equity and freedom, with legislation like the Racial Discrimination Act 1975
(RDA) and the Australian Human Rights Commission Act 1986 which have helped to pave the
way for racial equality in the country. Australia has progressed to a point where the majority of
the population are supportive of freedom from discrimination (84%) and believe that the
country become a successful multicultural society (64%) (Amnesty International Australia, 2021).
It is due to this trend in acceptance of a multicultural society that the Spiral of Silence theory’s
effect can be observed.

With Australia having successfully taken steps to reduce overall activities that promote group
public displays of hate and oppression however these antisocial and malicious behaviours still
live on through private gatherings and individual interaction. While legislation and fear of social
isolation may deter hate groups from performing public acts of group hate in Australia it has
failed to stamp out hate speech in private settings and in the digital environment. An example of
such can be seen in groups like the National Socialist Network (Australia’s largest Neo Nazi
group) where they do not openly protest however they tend to operate primarily through
private social gatherings and online communications via a variety of moderated and
unmoderated social media platforms including Telegram which has a reputation for harbouring
hate groups (Tozer, 2021).
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PLATFORMED RACISM

Platformed racism as Dr. Matamoros- Fernandez has termed is the mediation and circulation of
race-based controversy via online media platforms (Matamoros-Fernandez, 2017). It is a fitting
term with how social media platforms are currently being managed and operated by both users
and the corporations. Most corporations that run these platforms do aim to promote equality
and a safe space for individuals through moderation of content, algorithms designed to identify
and remove malicious content, as well as platform standards and guidelines. While moderation
and the implementation of algorithms may be perceived by users to be adequate when
combating platformed racism it has however been proven to be unreliable and inadequate in
providing the desired outcome of reduction or elimination of platformed racism and online hate.
It was reported in 2021 that internal Facebook documents found that executives working at
Facebook knew that their algorithms were racially biased towards people of colour and enabled
hate speech (Taylor, 2021).

Access, opportunity, and the mismanagement of moderation created by social network
platforms has allowed for this form of platformed racism to grow. Online hate speech and racial
discrimination is represented in both moderated and unmoderated platforms and has allowed
for platformed racism to build communities on social media platforms despite the platforms
efforts to quash it.
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THE HATE MULTIVERSE

There is an abundance of choice when it comes to using social media platforms and while
objectively, they all serve very similar purposes, not all platforms share the same level of
standards and moderation when it comes to the management and elimination of malicious hate
content.

With the varying levels of moderation on the platforms that can potentially restrict and limit the
anti-social and hateful influences, these hate groups have adapted in ways to ensure maximum
reach. To circumvent platform moderation these groups are establishing networks scattered
across various platforms to ensure that their message and community continues to grow in spite
of the barriers and restrictions enforced by moderated platforms.

Figure 1. Hate Multiverse Connectivity Chart

40.83%

The term Hate Multiverse was coined in a recent report by Nature Science publications where
they investigated the influence and spread of online hate groups and their content through
social media platforms (hate clusters as they refer to them). The report found that the hate
groups were actively broadcasting and linking to unmoderated platforms. By circumventing the
legislation and company standards that moderated platforms abide by, the hate clusters appear
to have seemingly limitless reach by groups utilising a multi-platform approach (Velasquez et al.,
2021).

Platforms investigated in the report included popular and moderated social media platforms like
Facebook and Instagram where social equality and freedom of discrimination is part of the core
principles the corporations aim for. Whereas there were other commonly frequented platforms
that had little to no moderation like Telegram and 4Chan which were actively being directed to
via moderated platforms. With platforms like Telegram and 4Chan having a growing reputation
of being home to racially divisive and discriminatory discourse amongst their peers it is no
wonder that hate groups feel comfortable in directing users to these havens (Zannettou et al.,
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2020). Identified as a central hub for hate groups, the statistics indicate that Telegram appears
to be a major gathering points for hate groups to connect in, allowing for the hate cluster to
then broadcast invitations to other hate clusters redirecting users and continuously developing
hate networks (Quinn, 2021).

The report observed three main conclusions that were found while examining the hate
multiverse.

1. It is very hard to eradicate hate groups as they tend to resurface after being dismantled

The study has found that while hate groups and the malicious activity they generate may appear
to be eliminated from a platform the reality is that these groups have likely already formed links
between the moderated and unmoderated platforms. It is possible for moderation teams to
identify and eliminate a hate group on a moderated hate cluster, but they will be completely
unaware of the group’s developments and connections outside of the platform. Hate groups will
be actively using moderated platforms to recruit and direct users to outside of the platform.
Once outside of the platform these groups can then redirect back to the moderated platform.

2. Hate groups are using their influence to direct users outside of platforms

The hate groups are able to facilitate individuals’ movement from moderated platforms to less
moderated platforms through the distribution of links (Velasquez et al., 2021). By providing
individuals with links to unmoderated platforms they are able to control the growth of hate
groups and create opportunity for individuals to potentially fall victim to the influence of the
views and beliefs of the groups.

3. Social network platforms are gateways for content to pass through

The interconnected nature of social network platforms means content available on one platform
can very easily be accessed by users globally on various platforms (Veldsquez et al., 2021). Once
content has begun to circulate among the hate clusters it is very difficult for platforms to
eradicate the content.
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CONCLUSION

Social media platforms provide excellent opportunities for people of all backgrounds to connect
and network on a global scale. However while social media technologies can be used as a
platform for positive growth conversely the platforms can breed negative sentiment and
othering through the various postings and hate groups (Carlson & Frazer, 2020). While
corporations and countries have made it more difficult for the hate groups to exist on platforms
it seems an impossible task to eliminate the hate multiverse. Hate groups have quickly learned
to restructure and adapt to digital environments that do not support their malicious behaviour
and beliefs. Through the utilisation of both moderated and unmoderated platforms these
groups are going to continue to circumvent policies and standards designed to quash their
antisocial behaviour and ideologies, consequently allowing them to establish enduring networks
and communities of hate (Veldsquez et al., 2021).

Australia has shown great progress over the last few decades in establishing legislation and
programs to combat racial discrimination in Australia. It has allowed for the country to stride
towards building a truly multicultural and accepting society however more attention does need
to be placed on the digital space where racially discriminative rhetoric is much more active than
in-person group activity in the physical space. Platformed racism is the new frontier of hate
speech in Australia as we continue to let it manifest.
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